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Abstract: Security authentication verifies the identity of an entity in a networked system. 
Risk assessment of an authentication mechanism is paramount to assure the security of a 
system, especially for today's ubiquitous deployment of Radio Frequency Identification 
(RFID) systems. Though experts in performability engineering have extended model-
based evaluation techniques to assess security attributes such as system availability, 
confidentiality, and data integrity, authentication has so far not been found any 
connections to classical dependability measures. This paper presents a predictability 
modeling approach to quantify the risk of authentication violations. It measures the 
uncertainty, i.e., unpredictability, associated with system behavior. An exemplary 
networked system, a RFID-based Electronic Toll Collection (ETC) system, demonstrates 
that the approach provides a meaningful metric. 
 
Keywords: Quantitative risk assessment, security authentication, quantification and 
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1.   Introduction 

Security authentication is a verification process of a component's identity in order to 
legitimately provide/consume system resources [1]. In a networked system, components 
such as computing servers, mobile devices, sensor nodes, or transponders require 
authentication to prevent malicious attacks. The challenge in authentication lies in the 
need to verify the component itself rather than the messages a component communicates. 
Due to implementation difficulties, most current authentication mechanisms in networked 
systems are based on communications for identity verification. This feature has been 
heavily exploited by adversaries to make counterfeit devices in order to execute replay 
attacks. A fake device captures messages exchanged among legitimate components and 
then plays back the messages to obtain illegal system access. The phenomena become 
devastating in today's digital world where Radio Frequency Identification (RFID) systems 
gain wide deployment owe to their inexpensive convenience in identifying objects without 
physical contact. To thwart counterfeit attacks, various authentication mechanisms have 
been proposed. However, there are no metrics for risk assessment of authentication 
mechanisms to offer guidelines in choosing a solution objectively. Quantification of risks 
associated with an authentication mechanism in operation, rather than simply failing to 
operate, reveals the weaknesses of a mechanism that directs system developers to improve 
their security design in a scientific rigorous and cost effective way. 

Security measurement is different from other kinds of measurement such as 
dependability assessment or performance evaluation [2]. Among many reasons, the 
fundamental difference sets apart the intentional human temperament of cyber attacks 
from the accidental nature of physical faults. Strength analysis of data encryption 
schemes, for example, falls into two areas: key size and algorithm characteristics, all 
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focusing on attacks [3]. Accordingly, attacking follows two general approaches: brute-
force attack to exhaust all possible keys on a ciphertext until its intelligible translation into 
plaintext is found and cryptanalysis to exploit the characteristics of the algorithm for some 
deduction of a specific plaintext or even the key. Differential cryptanalysis [4] and linear 
cryptanalysis [5] were the most popular ways to break the code. Security strength of an 
encryption scheme was qualitatively measured as its resistance to cryptanalytic attacks 
compared to the effort required for a brute-force attack. Later, security evaluation 
expanded to system level using formal methods [6] such as validating if an intrusion-
tolerance system continues to perform its intended function under partially successful 
attacks [7]. 

In this decade, experts in performability engineering have contributed a great deal in 
quantifying security measures. The survey by Nicol, Sanders, and Trivedi [8] presents 
how classic dependability measures are extensible to measure security properties of 
availability, confidentiality, and integrity. Model-based methodology for quantifying 
security properties expected from a design includes Combinatorial Methods, Model 
Checking, State-Based Stochastic Process, and Simulation. Early ground-breaking work 
on Security Modeling by Littlewood et al. [9] has been enhanced by Griffin et al. [10]. 
Recently, Game Theory [11] along with Simulation [12] has gained popularity in security 
risk analysis. However, current security measures, inspired by dependability evaluation, 
constrains to operational failure as Mean Time To security Failure (MTTF) [13] while in 
reality, security concerns mostly deal with risks of violation during operation. Secondly, 
to our knowledge, no results have been reported on how to quantify authentication due to 
its dramatic differences from dependability analysis. 

This research focuses on quantifying authentication, which is an active violation of 
security but not easily detectable, comparing to availability, confidentiality, and integrity. 
Availability features a system's resilience to Denial-Of-Service attacks, usually guarding 
the system with firewall and intrusion detection techniques. Confidentiality prevents data 
from being eavesdropped while Integrity prohibits data from being fraudulently modified, 
with encryption being the dominant approach. Our study reveals that some common ways 
of authentication breach, such as replay attacks, base on predictability of a system 
behavior by external observers. As a double-edged knife, we design a metric to evaluate 
predictability for risk quantification of security authentication. The only sure way to 
detect an authentication violation is the concurrent presence of the counterfeit and the real 
under contradictory conditions. However, this situation hardly exists. Our approach 
attempts to answer the question: Can one anticipate a system's next valid response, given a 
set of historic data? We select Electronic Toll Collection (ETC) systems based on Radio 
Frequency Identification (RFID) technology as a case study to demonstrate our 
predictability metrics. 

The exemplary RFID-based ETC system consists of three primary components: 
Tag/transponder, Reader, and Backend Server. Tag, mapped to a driver’s credit card at 
Backend Server, is mounted on the windshield of a vehicle. Reader is installed on a toll 
plaza. As the vehicle approaches to the toll plaza, its tag responds to the reader with its 
identification (ID) that is sent to the backend server. Backend Server verifies the ID. Upon 
success, the credit card is charged and an acknowledgement is sent back to the reader so 
as to allow the vehicle pass the toll plaza legally. Authentication issues arise when 
adversaries copy and replay IDs of legitimate drivers at toll plazas to use the service at 
others' expense. 

The remainder of this paper is organized as follows: Section 2 derives a predictability 
model for a case of authentication breach in RFID-based ETC system. Risk quantification 
of security authentication is defined in Section 3. Section 4 demonstrates the effectiveness 
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of the proposed quantification in assessing risks associated with various security 
authentication mechanisms for ETC systems through an illustrative example. The 
validation of our security metric and the sensitivity of the quantification to the historical 
statistics are studied via simulation in Section 5. Finally, Section 6 presents the 
conclusions and the future direction. 

2.   Authentication Model: A Case Study 

This research focuses on One-Way Authentication, instead of Mutual Authentication, that 
enables a sender/authenticatee to satisfy a receiver/authenticator about its identity. In the 
case of a RFID-based ETC system, authenticatee would be Tag while authenticator is 
Reader and Backend Server combined. Figure 1 depicts a replay attack scenario. When 
Driver approaches a toll plaza, its Tag responds to Reader's challenge with its ID that is 
verified by Backend Server. Attacker eavesdrops to the ID and replays this ID to Reader. 
As a consequence, Driver's credit card gets charged twice. 
 

 
Figure 1: Replay Attack 

 
Traditional authentication protocols target at two central issues: confidentiality with 

encryption and timeliness with timestamp. However, these solutions are not applicable to 
RFID systems due to tags' limited computational resource and impractical clock 
synchronization. New authentication mechanisms have been proposed to protect RFID 
systems from replay attacks. Distance bounding protocols measure the round-trip delay 
between a tag and a reader against bound to detect relay attack − a special way of replay 
attack [14]. Single-keyed hash places low computational burden on tags [15]. 
Pseudorandom number generators randomize reader's challenges to invalidate replayed 
responses [16]. 

Strength of various authentication mechanisms for RFID systems depends on 
predictability level of valid responses to a reader by an external observer, i.e., Attacker. 
Figure 2 diagrams the schematics of such concept. Despite the details of any specific 
authentication mechanism, Attacker captures encoded IDs that Tags respond to Reader to 
build a Prediction Model, predicts a response satisfied to Reader, and sends it for 
authentication. For example, Tag picks at random a valid ID, encrypts it, and sends the 
encoded ID to Reader. If Attacker gathers all encoded valid IDs and finds the pattern of 
the system behavior, Attacker can successfully responds to Reader's challenge for 
authentication. 
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Figure 2: Prediction Model of Replay Attack 

3.   Quantification of Authentication 

We quantify One-Way Authentication with a security metric (S) that measures 
predictability: 
 S = (α, Ω) (1) 
where α stands for ID Space Ratio and Ω represents ID Change. ID Space Ratio indicates 
the relativity of valid identities to their possible representations. The smaller the α, the 
harder to predict if an ID is valid. ID Change evaluates the uncertainty of how an identity 
varies its representation. The larger the Ω, the harder to predict the exact representation of 
a valid ID. Together, security metric S offers a quantitative risk assessment of One-Way 
Authentication mechanisms. The following subsections define the two parameters. 

A.  ID Space Ratio (α) 

ID Space Ration, α, is defined as the ratio of the number of valid IDs (NV) to the total 
number of all possible IDs (NT). 

 
T

V

N
N

=α  (2) 

An authenticator maintains a pool of valid IDs, which is a subset of all possible ID 
representations. Upon challenged by the authenticator, an authenticatee responds with its 
ID that the authenticator verifies against its valid ID pool, expecting a successful 
validation. If ID Space Ratio is high, it is more likely that a blind guess can lead to 
authentication violation. In conjunction with eavesdropping and replaying, an attacker can 
obtain authentication by predicting the valid ID pool at the moment. 

Assume an authenticatee responds to an authenticator with its ID encoded in 3 bits. 
All the possible representations of the IDs range from 0 to 7. Figure 3 shows three 
samples of ID Space Ratio that demonstrate the intuition of how ID Space Ratio is related 
to authentication. The circles labeled V represent valid IDs while those labeled N 
represent invalid IDs. In Figure 3(a), there are no valid IDs, and ID Space Ratio α = 0, 
never resulting a successful authentication. Therefore no matter what an attacker 
responds, he cannot violate authentication. Although this case is impractical with a system 
inaccessible by anyone, it gives us the maximum strength expected by a security 
authentication mechanism. Thus a defensive mechanism always aims at minimizing α. In 
Figure 3(b), half of IDs are valid, and α = 0.5. This implies that an attacker has a 50-50 
chance of guessing a valid ID. Eavesdropping can improve the chance of successful 
attacks by recording the historical statistics. In Figure 3(c), all IDs are valid, and α = 1, 
indicating that an attacker always guesses right. This scenario features no security in 
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authentication because an authenticator accepts any response. 
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(a) α = 0 (b) α = 0.5 (c) α = 1 

Figure 3: Samples of ID Space Ratio 

B.  ID Change (Ω) 

Assuming that the authenticatee’s identity has to be verified multiple times, each time is 
called a session. The attacker that eavesdrops during the authentication process can 
predict what the authenticator expects as valid and therefore impersonating the 
authenticatee. In order to make the authentication process less predictable for the attacker, 
the ID sent by the authenticatee should change in every session. This change per session is 
what we call ID Change. We denote ID Change by Ω. 

Ω reflects uncertainty of an authentication process from the attacker's perspective. 
Uncertainty depends on two factors: diversity of ID representations and sequence of ID 
representations in time. If the diversity of ID representations is low, then there is less 
chance for ID Change per session and hence the uncertainty is low and vice versa. The 
sequencing of IDs in time is also crucial. For instance, an attacker can predict the next ID 
representation given a previously observed ID. Entropy is a typical model for uncertainty 
quantification [17] [18] associated with a random variable. 

We denote a random variable X as the set of observed IDs by an attacker, n as the 
number of bits to represent IDs, therefore k = 2n+1 is the total number of the attacker's 
observation states. The +1 makes up for initial state when there is no ID observed by the 
attacker. We assume that the prediction of the next observed ID is only dependent on the 
previously observed ID (known as memoryless property), hence we represent this process 
with a discrete-time Markov chain [19]. The states of the Markov chain are the possible 
ID representations observable, including the initial state of no observation. The state space 
is {0, 1, 2, … k-1}, where State 0 is the initial state with no IDs observed, State 1 means 
that the ID observed is 0, State 2 observed ID 1, and State k-1 observed ID 2n-1 (the 
maximum value of n-bit ID binary representation). If the previous state is 0 (no ID 
observed) and currently at time t an ID 0 is observed, a transition from State 0 to State 1 
occurs. A transition from State i to State j occurs when an ID j-1 is observed at time t from 
State i, i.e., ID i-1 is observed at time t-1 and ID j-1 at time t. The matrix representation of 
the Markov chain, denoted by Q, is shown in Equation (3). We initialize all transition 
probabilities of the Markov matrix as uniformly distributed, 1/k, because the attacker does 
not have any information to deduce in the beginning. For example, an experiment is 
conducted where one is to flip a coin and guesses if it is a head or a tail before he sees the 
outcome. One could gamble a head while the other could say a tail. Both guesses have a 
risk of being wrong. One could also construct a statement that it is either head or tail. In 
this latter case, he would be always right and thus unbiased about his guess. This same 
concept applies to our scenario with the Markov chain transition probabilities. The 
attacker assumes all possible cases and narrows down the cases based on the history he 
receives via eavesdropping. 



414                                   Ikechukwu Azogu and Hong Liu                                                                                 

 























−−−

−

=

)1,1(...)1,0(
..
..
..

)1,0(...)0,0(

kkqkq

kqq

Q  (3) 

An attacker eavesdrops to the communication between authenticator and authenticatee. 
With each new ID he captures from the authenticatee, he can update Q via Equation (4), 
where Qt denotes the current Markov chain after its update, Qt-1 the previous Markov 
chain before its update, Xt the state corresponding to the current ID observed, and Xt-1 the 
state to the previous ID. Learning Rate, denoted with θ, adjusts the rate of updating Q. θ is 
a positive value that signifies how quickly the attacker narrows down the possible 
transitions based on IDs collected so far. ZQ, defined in Equation (5), is the update 
function that finds the correct index of the Markov matrix to update with θ. Ψ is the row-
wise normalization operator on the matrix that forces columns in each row to sum to 1. 

 ),,,( 11 θttt
Q

t XXQQ −−ΖΨ=   (4) 

where }),(),(|{),,,( θθ +==Ζ bababa
Q XXQXXQQXXQ  (5) 

We also define the probability distribution of X and represent it as a vector P in 
Equation (6). P highlights the frequency of the IDs responded by the authenticatee and is 
useful to further eliminate useless cases. P is also initialized to uniform distribution and 
updated with ZP, defined in Equation (8), based on the IDs collected, normalized via Ψ. 

 [ ])1(..)1()0( −= kpppP  (6) 
 ),,( 1 θtt

P
t XPP −ΖΨ=   (7) 

where })()(|{),,( θθ +==Ζ XPXPPXPP  (8) 

We can quantify the uncertainty of the attacker by calculating the normalized entropy 
rate H∆, using Q and P, as shown in Equation (9). The concept of entropy rate is discussed 
in [20]. Initially, the uniform distributions in both Q and P give us a normalized entropy 
rate of 1. The intuition is that the attacker has no information about the IDs. As more 
information is gathered about the IDs via eavesdropping, the uncertainty will drop below 
1. How fast the drop depends on the diversity of ID representations and their sequencing 
in time. Thus this indicates the strength of the protocol used for authentication. 
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The ID Change Ω is quantified by benchmarking the uncertainty of authentication 
protocol (H∆) with the most basic authentication protocol (h∆), as shown in Equation (10). 
The benchmark is a basic authentication protocol that has no ID Change, which forces Ω 
to be 0. Therefore when Ω=1, we have the maximum uncertainty while Ω=0 indicates the 
minimal uncertainty. One, however, needs to collect a decent amount of history in order to 
obtain more meaningful quantification. 



            Risk Quantification of Security Authentication: A Predictability Modeling Approach                        415 

 
∆

∆

−
−

−=Ω
h
H

1
11  (10) 

Table 1 demonstrates our metric with 1-bit ID (n=1), history of three time sequence 
(t=3), and learning rate of 3 (θ=3). When Q and P are updated, we show the indices of the 
entries being increased, represented with q(i,j) and p(j) for Q and P, respectively. Note 
that after row-wise normalization, the other probabilities are reduced. For example, in the 
first row of 1

∆H , q(0,2) and p(2) are increased. 
The first mechanism in Table 1 is the benchmark which is the basic authentication 

protocol with no ID Change. The second case adds encryption to the ID responded by an 
authenticatee, however, the authenticatee always transmits the same ID, though encrypted, 
with no ID Change either. The third case alternates two IDs, one of which is valid at a 
given time. In the last case, an authenticatee uses a random number generator to respond a 
different ID at each time. The results we expected are in line with our original hypothesis 
when we take into consideration the diversity of ID representations and their sequencing 
in time. 

Table 1: ID Change on Four Mechanisms (n=1) 

Mechanism X 0
∆H  

1
∆H  

2
∆H  

3
∆H  

31 ∆− H  Ω 

1: Basic Security 
   (Benchmark) {1,1,1} 

1 0.965 0.813 0.668 0.332 
0  q(0,2) q(2,2) q(2,2) 

 p(2) p(2) p(2) 

2: Encryption {0,0,0} 
1 0.965 0.813 0.668 0.332 

0  q(0,1) q(1,1) q(1,1) 
 p(1) p(1) p(1) 

3: Alternative ID {1,0,1} 
1 0.965 0.883 0.790 0.210 

0.367  q(0,2) q(2,1) q(1,2) 
 p(2) p(1) p(2) 

4: Pseudorandom {1,1,0} 
1 0.965 0.813 0.911 0.089 

0.732  q(0,2) q(2,2) q(2,1) 
 p(2) p(2) p(1) 

 
The follows illustrate one round of computation. With 1-bit ID representation (n=1), k 

= 2n+1 = 3. Therefore the initial transition probabilities of Q are 1/k = 1/3 and the 
probability distribution of P is also 1/3, as shown in Equation (11). We calculate the 
uncertainty 0

∆H , as shown in Equation (12). At the current state 0, 0Ω  is 1, as shown in 
Equation (13), for all mechanisms because the attacker has no history of observed IDs. 
Therefore the uncertainty is at its maximum for all four mechanisms in the initial state. 
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At t=1, the attacker observes an ID value of 1 for the three mechanisms: Basic 
Security, Alternating ID, and Pseudorandom. Therefore, their current state Xt is 2. Since 
Previous State Xt-1 is 0, we update q(Xt-1, Xt) = q(0,2) and p(Xt) = p(2) with θ=3 
accordingly. Q and P are then row-wise normalized. This is shown in Equation (14). For 
Encryption mechanism, an ID value of 0 is observed, we would update q(Xt-1, Xt) = q(0,1) 
and p(Xt) = p(1). 
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We calculate 1
∆H for the four mechanisms. They turn out to be the same because the 

attacker cannot make a meaningful prediction with just one ID. Therefore 1Ω will all be 0 
because all metrics are compared with the benchmark and there is no difference between 
Basic Security and the other three mechanisms. This is shown in Equations (15) and (16). 
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 0
965.01
965.0111 =

−
−

−=Ω  (16) 

The process repeats itself for each new ID observed. The results are depicted in Table 1, 
where only the calculation of 3Ω based on 3

∆H  and 3
∆h  is shown. It is evident that the 

length of the observed history influences the strength of the mechanisms in reference to 
the benchmark. One would have to determine a threshold for the history and quantify the 
mechanisms based on that threshold. Our time sensitivity study is discussed in Section 5. 

4.   An Illustrative Example 

Consider RFID-based ETC systems modeled in Section 2. We demonstrate our security 
metric applied to two drivers (m=2), their valid IDs encoded in three bits (n=3), and 
tolling at the same ETC system in turn for four times (t=4) on the four authentication 
mechanisms. ID Space Ratio (α) would remain constant, 2/8 at any moment which can be 
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verified in Table 2 below. Y contains two ID sequences, one for each driver, but only two 
out of eight IDs are valid at any moment. For example, with Pseudorandom mechanism, at 
t=1, 101 is assigned to Driver One while 001 is assigned to Driver Two. Therefore, ID 
Space Ratio (α) is independent of the characteristics of an authenticating mechanism. 

Table 2 summaries ID Change (Ω) of the four authentication mechanisms. With Basic 
Security mechanism (the benchmark) and Encryption mechanism, Ω yields the same 
result because the IDs are represented the same over time despite of encryption. Our 
security metric (S) indicates that these two mechanisms are bad (Ω=0) for defense since 
an attacker simply replays what he captures. Encryption does not improve authentication 
because the ID representation remains constant over time. Alternative ID mechanism is 
good (Ω=0.46) because it has more ID diversity, but the sequencing is predictable. 
Pseudorandom method is better (Ω=0.71) than Alternative ID because it has a higher ID 
diversity and the sequencing is more unpredictable. Clearly, Ω reflects the 
unpredictability: Mechanisms 1 and 2 are the least unpredictable while Mechanism 4 
Pseudorandom is the highest. 

Table 2: ETC Authentication Metric (m=2, n=3, t=4): α=2/8 

Mechanism Y Ω S 
1: Basic Security 
    (Benchmark) 

{101,101,101,101} 
{100,100,100,100} 0 Bad 

2: Encryption {010,010,010,010} 
{011,011,011,011} 0 Bad 

3: Alternative ID {101,010,101,010} 
{010,101,010,101} 0.46 Good 

4: Pseudorandom {101,010,100,000} 
{001,011,110,111} 0.71 Better 

 
Figure 4 confirms the independence relationship between ID Space Ratio (α) and ID 

Change (Ω) with the simulation results. The figure also shows the difference in Ω by 
mechanisms, indicating that Ω reflects the characteristics of authentication mechanisms. 
Notice the absence of Encryption mechanism because it has the same security level as 
Basic Security. The data set used in the simulation is fixed at 5-bit ID Space (n=5) for 
brevity sake. The number of drivers registered in the system (m=25α) varies by the level 
of α in the range of 0 to 1. Simulation runs repeatedly to compute Ω for each of the three 
mechanisms until the value of Ω converges. 

When α = 0, it implies that no ID is valid. Therefore no matter how the attacker 
eavesdrops, there would be no history collectable. In this case, Ω = 1 for all mechanisms 
implemented as displayed in Figure 4. When α = 1, all IDs are valid. Pseudorandom 
mechanism degrades to Basic Security mechanism because, whatever the attacker guesses, 
the ID would be valid since there must exist a customer who holds that ID, Ω = 0. 
However, with Alternative ID mechanism, each driver is assigned a number of IDs that 
alternate, hence, only one of the IDs assigned is valid at a moment. As a result, it is 
impossible to obtain α = 1; α = 0.5 is the maximum for alternating two IDs because one of 
the IDs is valid while the other is not available at that moment. Since the IDs are pre-
configured in the onset of assignment per driver, Ω is constant to Alternative ID 
mechanism. For 0 < α < 1, Ω varies by the mechanism as shown in Figure 4: 0 for Basic 
Security, around 0.146 for Alternative ID, and 0.928 for Pseudorandom. Pseudorandom is 
the only mechanism of the four that α slightly influences Ω. 
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Figure 4: Impact of α 

Figure 5 illustrates the state diagrams of the Markov chains modeled after the first 
driver of the example specified in Table 2, on the previous page, for the four 
authentication mechanisms, respectively. Figure 5(a) and Figure 5(b) refer to Basic 
Security and Encryption mechanisms. They both have an ID diversity of 1, and thus it is 
impossible to have an ID Change, i.e., Ω = 0. According to Table 2, their security levels 
are bad and the diagrams highlight the rational: Only one deterministic option is available, 
at any given state. 
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Figure 5: State Diagrams 

Figure 5(c) shows the state diagram of the Alternating ID mechanism. This is better than 
the basic scheme due to its increase in the ID diversity to 2. However, the sequencing is 
very predictable after a few observations by the attacker. This explains why Ω > 0 but not 
much higher; hence the state diagram is also deterministic after some observations or 
transient uncertainty, like the basic scheme in figure 5(a) though with more states. Figure 
5(d) illustrates the state diagram of the Pseudorandom mechanism. This state diagram, in 
addition to an increased number of states, possesses non-deterministic feature (i.e., each 
transition probability is not 1). The two features make it difficult for an attacker to predict 
the next ID. Therefore, Pseudorandom is stronger than Alternative ID, reflected by a much 
higher Ω value. However, an attacker can gather a long history and use a more 
sophisticated Prediction Model in order to reduce the uncertainty. Based on our Markov 
model which features memoryless, it would be difficult for an attacker to utilize the 
history in predicting valid IDs for authentication violation using Pseudorandom Number 
Generator. Considering the case where an attacker utilizes historical data to make 
prediction, we argue that the attacker will still require more data than the case of the basic 
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and alternating ID mechanisms to improve the accuracy of the attacker’s prediction. This 
argument supports the consistency and validity of the Ω quantity. 

We will present, in our sequel paper, a system’s view of Ω besides individual 
authenticatees’ views shown in this paper. Take 1-bit ID for instance, an authenticatee 
who alternates the two available IDs would consider that changes occur while a system of 
two authenticatees would view no change overall as the two IDs present all the time 
despite individual alternations. 

5.   Validation 

We have developed a simulation program in Java to validate our security metric for One-
Way Authentication mechanisms. The test cases include IDs coded in 5 bits (n=5) and 10 
bits (n=10). Since the first parameter of our security metric, ID Space Ratio (α), has no 
influence on the choice of an authentication mechanism, we only compute the second 
parameter, ID Change (Ω). Note that, in order to obtain repeatable results for different 
sizes of ID Space, we can adjust either the history length (t) or the learning rate (θ). Since 
θ is more controllable than t, we set θ=3 for 5 bits and θ=100 for 10 bits. 

Table 3 summaries the simulation results of the four authentication mechanisms at 
t=100 epochs. The measures of their strengths by our security metric match to the 
hypothesis in our prior discussion. Both Basic Security and Encryption mechanisms 
display zero ID Change (Ω = 0), regardless of the ID Space Size (n). Their single ID 
representation, unchanged over time whether encrypted or not, provides no authentication 
protection as an attacker is capable of violating the authentication once he captures the ID 
representation. Alternative ID mechanism increases the unpredictability slightly (Ω = 
~0.1). An attacker can find the pattern of the ID sequence after a few observations and 
then successfully violates the authentication. The mechanism using Pseudorandom 
Number Generator dramatically improves the unpredictability (Ω = ~0.9). An attacker 
must collect a long history of many observations to attempt an authentication violation 
with a highly sophisticated Prediction Model. The minor fluctuation of Ω values in the 
two different ID Space Sizes is due to the learning rate (θ) setting. 

Table 3: Simulation Results (t=100) 

Mechanism Ω (n = 5 bits) Ω (n = 10 bits) 
1: Basic Security 
2: Encryption 0 0 

3: Alternative ID 0.146 0.115 
4: Pseudorandom 0.928 0.940 

 
We have also conducted a sensitivity study of our security metric to the length of 

observation history for the four authentication mechanisms. The curves of their 
uncertainty (H∆) over time epochs (t) appear similar despite different ID Space Sizes (n=5 
vs. n=10), comparing Figure 6(a) and Figure 6(b). In both cases, Basic Security quickly 
approaches to 0 uncertainty as time passes, offering no security protection. Alternative ID 
also converges to 0 uncertainty, in a slightly slower pace than Basic Security. 
Pseudorandom mechanism demonstrates its insensitivity to history as it slants linearly 
with a very small slope. Such slow deterioration of security matches to the hypothesis that 
no code is unbreakable as time goes, but the Pseudorandom mechanism is expected 
resilient to attacks for a long stand with advanced Pseudorandom Number Generator. 
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(a) Uncertainty H∆  with n=5, θ=3 (b) Uncertainty H∆ with n =10 , θ=100 

Figure 6: Simulation Results 

6.   Conclusions 

This research pioneers risk quantification of security authentication. With predictability 
modeling, we assess risks associated to a verification process of a source's identity in a 
networked system. Our quantification and modeling predict risks of security violation 
during operation quantitatively, covering beyond dependability evaluations that 
traditionally analyze failures ceasing operation. Without the need to examine the details of 
any particular authentication mechanism, our security metric computes multi-criteria 
measures: ID Space Ratio (α) inversely relating to the probability of an ID being valid and 
ID Change (Ω) reflecting the uncertainty of guessing the ID value based on historical 
statistics. Together, the metric assesses the strength of a security authentication 
mechanism in terms of risks of violation to One-Way Authentication. 

We demonstrate our security metric on four authentication mechanisms proposed for 
RFID-based ETC systems. The results show the similar expectations of ID Space Ratio to 
key size and ID Change to algorithm characteristics in traditional security measurement of 
data encryption schemes. The lower ID Space Ratio, the stronger an authentication across 
all the four authentication mechanisms, a reverse relationship of key size to cryptography. 
While cryptanalysis so far can evaluate the strength of an encryption scheme qualitatively 
relative to brute-force attack, our ID Change exploits the characteristics of each 
authentication mechanism and offers meaningful quantitative measure to their security 
strengths. Specifically, our security metric reveals that the mechanism deploying 
Encryption performs as bad as the benchmark with plain IDs, which meets the intuitive 
assertion that encryption alone renders useless in authentication protocols. 

We validate our security metric to assess unpredictability of One-Way Authentication 
mechanisms with simulation. The two parameters of our security metric, ID Space Ratio 
(α) and ID Change (Ω), possess orthogonality or independent of each other. Each reveals 
different aspects contributed to the strength of a security authentication mechanism. We 
also conduct a sensitivity study of our security metric to the length of observation history 
for the four authentication mechanisms. Matching to our original hypothesis, the 
mechanism deploying Pseudorandom Number Generator demonstrates its insensitivity to 
history, the strongest authentication mechanism under study. All the other mechanisms 
deteriorate as the time passes with the mechanism using Alternative ID at a slower pace. 

Our immediate future development will bring the benchmark security in a closed form: 
deriving the relationship of Learning Rate (θ) to ID Space (n) and History Length (t) in 
order to ease the repeatability of our security metric. We increase the meaningfulness of 
our metric by also considering memory when computing predictability. Currently we 
assumed a memoryless property. We will explore other parameters such as ID Change (Ω) 
from a system's view in addition to individual authenticatees' views. As more parameters 
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being introduced, we have to study the integration of multi-criteria measures. We also 
plan to expand our security metric capable of handling multiple rounds of One-Way 
Authentication as well as Mutual Authentication. 
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